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Australia Category:People from MalangQ: Is it safe to use JWT for authorisation, without signing, in an API that accesses
sensitive data? I want to create an API that will be used to provide notifications that are used by a web app written in AngularJS.
The notifications will only be used by that web app, and it is acceptable for the web app to be on a different server/domain. The
API should be as simple as possible. My initial thought was to just authenticate the users access to the API with JWT, as I don't
want to sign the JWT. Is this safe? For example, if an attacker can replace the token issued to the web app with a fake token?

I'm not very security aware so any pointers would be greatly appreciated. A: As for my understanding of JWT, is there any
technical security risk to not signing the token? It depends on how your endpoint is secured. If you aren't using encryption (e.g.
you are not using HTTPS) then an attacker can modify the response and then the token will be valid. Also, if there is a bug that

allows an attacker to alter the payload, an attacker can alter any part of the payload. For example, you may use the user ID in the
payload to tell which user sent a particular request. If the user ID is modified, any request could be sent on behalf of the user.
Furthermore, another option is that the attacker simply generates a valid signature using the wrong secret key. This should not
work, but again, is something that can be disabled by using HTTPS. For example, if an attacker can replace the token issued to

the web app with a fake token? This is a different type of attack than those mentioned above and it does not require the attacker
to alter the payload. Instead, it requires an attacker to replace the secret key (used to sign the token) for some reason. Without
this attack, an attacker needs to replace or steal the secret key. I am making the assumption, that you are using JWT for auth

purposes. The steps for user login are different and less relevant
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